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1. Introduction

Today’s media is no longer limited to newspaper, television or radio but 
modern  media,  in written or audio-video form, has become fast, effective and 
accessible as it can share information worldwide in no time. Everything can be 
saved electronically in computers, mobiles or other digital devices. Digital me-
dia has great impact on states and societies with some good and bad sides. In 
recent years, academicians from the discipline of International Relations (IR) 
and Mass Communication have observed the media’s positive and negative 
effects on national and international security and its point of reference in the 
foreign policy making. However, some studies overlooked the fact that modern 
technical advances have transformed the media in many ways. Media in all 
forms, press, radio, TV(audio and video) and internet, had been influencing 
national and global politics. The present study intends to fill the gap in existing 
literature on the linkage of media and national security. Hence students and 
scholars in the discipline of International Relations and Security Studies can 
use this paper as a source of information for further related topics. Its policy 
function is that nations should know the threats engendered by electronic me-
dia on their security and frame policies that will set the way out to deal with 
harmful information or half-truths coming through media. 

This paper revolves around the idea of ensuring peace and security 
through mainstream media and social media as majority of today’s world rely 
on the media for most of the information including politics. Whatsoever the 
media picks to focus, is the primary information that people receive and if 
media ignores something to cover or disseminate information related to one 
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issue then people remain uninformed. This process, agenda setting and agenda 
cutting respectively, forms various streams of narratives. So the received infor-
mation entails power of construction and destruction. In this scenario, national 
security takes in conversations and content shared on  media, it also responds 
propaganda of adversaries and external interferences. 

 The dilemma is that people are exposed to intricate information through 
media but information become useless rather dangerous without appropriate 
education, attitude, context and creative abilities. Certainty, developing coun-
tries have adopted technology but could not develop scientific thinking and it 
is more inimical rather constructive in development and preserving national in-
terests of states. Media sells messages of branding and improper information to 
the public which concerns national security activities and such coverage builds 
views of people and their behaviors are developed up to their understanding. 

Keeping in view its above mentioned role, this study endeavors to find 
out the answer of these questions; how do media on the name of freedom of 
expression, creating social problems? How can media bring positive change in 
societies, crumbling with terrorism? How do media cover security related is-
sue such as acts of terrorism and how does it cause societal rift. The objectives 
of this study are to figure out linkage media (conventional and new electronic) 
and national security threats, the use of social media by the governmental in-
stitutes in limiting or removing threats to national security and to examine how 
media is making threats to national security of underdeveloped states worse. 
This study is analytical and based on various documents, reports, reviews, arti-
cles of journals, newspapers and books. Discussing a framework of media, tied 
up with  solutions, will help in mitigating threats emanating from new media 
as it can be used other way round to create national cohesion and responding 
external threats. 

2. Linkages of Security and Media

In history press played a vital role in social connectivity, and learning 
of cultures, socio-political norms were also exchanged. Nowadays, healthy 
competition between print and electronic media has compelled publishers and 
media houses to carve out new kind of readership or viewership. Hence, new 
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trends of media cater the demands of viewers and readers.1  In retrospect, me-
dia was used as means for controlling and monitoring societal norms and it 
was the carrier of cultural, political, social and economic values of a society 
which transferred legal and value aspects from one generation to another so 
as to help the survival of system, prevention of generation interruption and 
covering sociability process. Thus Radio and television had been main source 
of information and communication; these technologies later converged with 
modern technology and revolutionized the information. 

With the advent of electronic media, its crucial role has become novel 
as it appeared strong means of transformation of world public, their lifestyle, 
understanding and feelings are very much dependent on media. The emergence 
of new information and communication technologies marks a turning point in 
the history of communication.2  Therefore, states are facing hard-hitting en-
counters to monitor, track and limit the use and misuse of social media related 
to states’ security. 

National security is the safekeeping of the nation as a whole; its require-
ment is to maintain the survival of the state through the use of all instruments 
of national power including media. Admittedly, comprehensive national secu-
rity is based on internal security, domestic prosperity and protection from ex-
ternal threats. It makes role of media more crucial (in opinion making, creating 
heroes and enemies) as Media has become an important pillar of state. Present 
era of communication has revealed several irrelevant secrets, or half-truths, to 
general public.

Similarly on the name of freedom of expression and speech, issue of law 
and order is surfacing in almost every state. The global nature of internet pre-
sents a set of international problems such as legislation.3 Happening of inci-
dents in one corner of world nowadays reaches in no time to whole world; this 
speedy circulation of information is attributed to the fast media. As a matter of 
fact, geographical, cultural and political borders cannot hold back information 
in one area; its potential to burst barriers is a breakthrough. Media is a tool 
to disseminate information and opinions, it includes television, radio, (audio 
video aids), periodicals, social media and internet. It plays a significant role in 

1 Naval Pranhakar and Narendra Basu, Mass Media and Contemporary Social Issues (New 
Delhi: Commonwealth Publishers, 2007),74.

2 Ravi K Dahr and Pooja Rana eds., Media in Swirl (New Delhi: Pentagon Press, 2012), 2.
3 Gobal Bhargava, Mass Media and Information Revolution (Delhi: Isha Books, 2004), 42.
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transferring and exchanging of information, thoughts and cultures of different 
nations.

Media as an essential tool of communication can decrease wrongdoings 
and social weaknesses by transmitting ethics and moral values. Conversely, 
with the advancement of media, crimes, insecurity and social vulnerabilities 
have been augmented. It is also noticed that media related stories are popular 
because the emerging direction of age group is showing youths and teenagers 
are increasing and they tend to rely more on electronic media. 

3. Positive Aspects of Media

Certainly, media can steer either positive or negative effects as it functions 
as a ‘double-edged sword’.4 These are special features of media in informing 
incalculable audiences, the speed of broadcasting news and information, con-
stancy in delivering different matters and vast information has become too 
fast. Certainly media is giving awareness of social issues to ordinary people 
and toiling for fine-tuning of social and individual behavior. Positive outlook 
of media shows its functioning as a commanding force in sensitizing general 
public and disseminating diverse set of issues adequately which affects human 
life. For example social media is raising awareness on various neglected is-
sues and different networking sites including Facebook, Whatsapp and Twitter 
are largely used by the youth to make a say for the unrepresented groups of 
societies. Furthermore, it has made young people vibrant and innovative. The 
right use of the power of media is the best way for clearing minds and linking 
ideas and beliefs. With these mentioned attributes, media should be taken as 
persuasive tool in controlling crimes and its potential must be used to maintain 
order in societies.

The traditional electronic media (TV-radio) was to disseminate new in-
formation. However, todays media works for education and entertainment. Ac-
tually it helps in upgrading the quality of our lives.5 Modern electronic media 
has large size of viewers, its reach in remote areas and effectiveness is causing 
a deep increase in its influencing capability. Hence, TV and social media both 
are playing vital role in creating new societal bonds. It is apt to say that Infor-

4 Qiuqing Tai, A Double Edged Sword: Western Media in Transforming the Political Attitudes 
of Overseas Chinese, (2015).

5 Naval Pranhakar and Narendra Basu, Mass Media and Contemporary…,74.
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mation Technology (IT) has brought a revolution in thinking and linking of 
societies as it freely analyzes numerous national and international issues, sug-
gests different options, anticipates the options to choose the precise resolutions 
to direct public. The web has given people the opportunity to embrace a more 
social and connected life of creative exchange.6 

In addition, media’s recreational role plays vital role in eliminating frus-
tration as it offers a wide array of entertainments for all the segments of the 
society. Today’s media is powerful and a reasonable tool for educating socie-
ties and has a great potential if used wisely and with vision. Therefore raising 
awareness and educating masses to solve embedded social problems, national 
cohesion and promotion of civic sense must be prime objective of media in 
various countries. Media provides information for which it accelerates its ef-
fort to find reliable verifiable adequate and complete information. Besides, 
media also strengthens a state’s position and its credibility in an effective man-
ner. However, its own credibility has emerged as a big issue notwithstanding 
its easy approach to remote areas

4. Negative Aspects of Media

Digital media has made its access to remote areas and now audience are 
more than ever before. This electronic form of media has a powerful impact 
on the way people communicate for personal reasons, school and even busi-
ness. Social unrest is being observed due to the media’s extensive coverage of 
every aspect of state and society. It is engendering skepticism and widening 
ethnic, religious and class rifts which were already present in societies. More-
over, increasing number of divorce, family violence, and social crimes are also 
linked to the power of media. Bad behaviors of children in schools and other 
family or social challenges are very much prevalent in society because of the 
captivating characteristic of media. However, different programs of radio and 
television can provide behavioral patterns through TV drams, programs, mov-
ies, and radio shows. Moreover, social sites are dramatically changing nature 
of protests too.

6 Gauntlett: 237 (2011) Seen in Julian McDougall, Media Studies: The Basics (New York: 
Routledge, 2012), 25.  
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Notwithstanding all issues, media is the most important source of infor-
mation.7 Some media related serious issues are directly linked with the security 
of states such as terrorism. To highlight impact of media on security, role of 
TV, Internet, and mobile are discussed separately. 

5. Television

For the last couple of years, the two main screens, the Television and 
the computer, have become popular. TV discourse is explicitly designed to be 
heard by the absent audiences, which is why camera work, screen graphics, 
language, voice quality….attire, all are treated as meaning making semiotic 
resources.8  In modern TV culture, violence has become a dominant feature, 
by showing blood, drama and suspense TV channels get financial momentum. 
Extensive news coverage of any issue largely affected on the opinion of peo-
ple, for instance, television in the US during 1988-1991, changed opinion of 
people who were exposed to high level of television news, they emphasized on 
military rather than diplomatic solution in the Persian Gulf.9 Television chan-
nels are in competition to keep viewers captivated, thus using sensationalism 
and drama to boost circulation amongst public. It is also observed that me-
dia sometimes become irresponsible because a many media managers have a 
background of the corporate sector rather of journalism.

Certainly, due to various examples of the media’s siding and fictional 
stories, its objectivity is becoming dubious. Agenda setting and agenda cutting 
strategies show  biases of media houses as they disseminate information with 
their personal choice by adding hateful words or twisting stories.  Half-truth 
is always dangerous for those who do not know history and details of actual 
issue. The imbalanced obsession of events, incidents, accidents and statements 
cause confusion. Improvement in ratings and getting more viewers ship, push 
media houses to adopt sensational tools for attraction. 

The coverage of television is not bad at all but real issue lies how TV 
channels cover stories. It is noticeable that TV channels create sensation and 
sometime blame any individual or organization without evidence and prove 

7 Frank Esser and Jesper Stromback eds., Mediatization of Politics: Understanding the 
Transformation of Western Democracies (New York: Palgrave Macmillan, 2014), 93.

8 Nuria Lorenzo-Dus, Television Discourse: Analyzing Language in the Media (New York:  
Palgrave Macmillan, 2009), 5.

9 Naval Pranhakar and Narendra Basu,219. 
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it on TV channels by exaggeration or dramatization. It creates syndromes of 
mental illness and depression in society. The case of US attack on Afghanistan 
in 2001 is an obvious case, nonstop footage of fighting scenes remained dom-
inant over many TV channels which not only served terrorist’s cause but also 
got good rating.  

TV channels normally use framing with agenda setting to prove that the 
issues they are showing actually are important. In agenda setting, ‘more atten-
tion a media channel gives to any occurrence or phenomenon to grasp public 
attention’10 is very common and observable in race of rating. In ‘framing’ im-
ages and words both make the frame in which media “selects some aspects of 
a perceived reality and makes it more striking to validate its own definition”.11  
For instance after 9/11 presenting Muslims as terrorists is so common in media 
with exaggeration. Various TV channels covered the incident of 9/11 attacks 
hurriedly to show that American attack was just. Thus, framing has become 
popular concept in the communication science.12 Building of a frame concerns 
the interaction between different actors over how to frame an issue in news.13 
States’ internal and external security situation is nowadays occupied with the 
effects of framing of security related issues.

The performance of conflict in TV talk shows projects an emotional pub-
lic sphere.14  As the electronic media can be accessed by a small segment of 
society and vested interests of various groups project their identity. The cov-
erage of media is therefore giving birth to polarized society. Such as all events 
and happenings in Pakistan are not wicked but due to negative propaganda 
and discussion is daily on air so the projection of crimes causes erosion of true 
identity. Commercially driven, ultra-powerful media primarily serves their 
sponsors rather than the public.15 It can easily take away the sense of hope from 

10 Maxwell McCombs, Setting the Agenda: The Mass Media and Public Opinion (Cambridge: 
Polity Press, 2004).

11 Zizi Papacharissi, Maria de Fatima Oliveira,  “News Frames Terrorism: A Comparative 
Analysis of Frames Employed in Terrorism Coverage in U.S. and U.K. Newspapers”, 
International Journal of Press and Politics, Vol 13:1, (2008).

12 Frank Esser and Jesper Stromback eds., Mediatization of Politics…, 137.
13 Ibid.,139.
14 Nuria Lorenzo-Dus, Television Discourse: Analyzing Language in the Media (New York:  

algrave Macmillan, 2009), 119. 
15 Azam Khan, “Growth and Development of Electronic Media in Pakistan: How it can enhance 

national Cohesion and Integration?” https://zjeddy.wordpress.com/2010/07/28/electronic-
media-in-pakistan-by-azam-khan/

http://journals.sagepub.com/author/Papacharissi%2C+Zizi
http://journals.sagepub.com/author/de+Fatima+Oliveira%2C+Maria
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the masses as sensitive public can make surroundings suspicious. It shows that 
the responsible journalism and objectivity has been jettisoned and speculations 
can hardly be separated from facts. 

6. Social Networking and Modern Appliances

Advancement in the computers and mobiles has aided social media to 
grow. Therefore, with the exchange of information, both for good and bad is 
taking place at domestic, regional and international level. Nowadays smaller 
screens have encouraged the emergence of new trends and mass media have 
become mobile. The spread of social media, driven by internet boom and mo-
bile technology is changing the living style of society.16 The usage of wireless 
gadgets such as mobile phones and laptops are the new trends giving world 
a new thinking through social media. It includes participants’ conversations, 
sharing of information and ideas independently, without confirming right and 
wrong information. Such unnecessary and irrelevant information causes com-
motion in societies. However, advantage of digital code messages is that they 
can be distributed and transmitted electronically.17 Facebook always share 
wonderful moments of friends’ life and YouTube unleash the talent of ordinary 
people. 

Certainly, social networking has become essential in the everyday lives 
of many people. However, mostly user of social media are young people, av-
erage 18 to 35 years old, usage has recently been increased by older adults 
too.18 People are widely connected and their interaction around the world has 
become easier. Anyone can interpret any incident on social media and danger-
ous perceptions can be built. Using digital technology, particularly new feature 
of social media such as live streaming video, allows users to generate content 
and instantly upload it19 which is indeed dangerous. A 19 years old in Paki-
stan can freely tweet about security situation without caring laws and an 45 

16 Ungerer C., “Social Media and National Security”, ASPI Strategic Policy Form (February 
27, 2012),1.

17 Frank Esser and Jesper Stromback eds., Mediatization of Politics…., 58. 
18 “Social Media Fact Sheet”, Pew Research Center: Internet and Technology, (January 12, 

2017), http://www.pewinternet.org/fact-sheet/social-media/
19 Daniel Trottier, Christian Fuchs. Eds., Social Media, Politics and the State: Protests, 

Revolutions, Riots, Crime and Policing in the Age of Facebook, Twitter and YouTube (New 
York: Routledge, 2015), 153. 
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years old can tweet, sitting in the US, about Trump’s policies openly, however, 
their metadata help states to infer about certain situation. However content and 
metadata increase so fast and making sense of the usage of big data.20 

Mostly, users of social media remain unanimous and sometimes cannot 
be traced by law enforcement agencies. The improvement in the sector of me-
dia and particularly social media has augmented the ability of non-state ac-
tors including terrorists, and criminals. Although states are using technique 
of Language and Sentimental Analysis (LSA), study of patterns in linguistics 
contents,21 but it is no sufficient in fast communication system.  Government, 
national security agencies such as the military and the police have to change 
their response from traditional way as individuals are manifesting power too, 
through networking sites, with that of states. In this backdrop, national security 
has become connected feature of media. 

Traditional concept of national security is to protect territory, its people, 
values, laws, national interest from both external and internal threats of all 
kinds. The definition of security has expanded, now it includes unconventional 
ways of thinking. Actually, interstate conflicts have dwindled with the end of 
Cold War, later intrastate issues such as civil wars grabbed world’s attention 
and now focus has shifted to the abilities of terrorists, criminals and rioters.22 
The internet is a dominant forum at global level for discussion between com-
munities. It can be said that the age of the internet has produced an age of 
online terrorism and empowered terrorists to use the web to recruit and spread 
their messages.23 

Social networks are being used for political and social purposes too which 
has potential to aggravate grievances. Technology and society are created to-
gether and are mutually constitutive, therefore technology cannot be a cause 
of insecurity, it serves merely as a tool.24 The role of internet and social media 
in international relations with particular focus of Arab revolution of 2011,  fa-

20 Big data is a buzzword to describe complex and unstructured data that standard database 
solutions cannot solve. Ibid, 73. 

21  Ibid, 65. 
22 Ravi Gupta and Hugh Brooks, Using Social Media for Global Security (Indianapolis: John 

Wiley &Sons, 2013), XXVII.
23 Arda Bilgen, “Terrorism and the Media: A Dangerous Symbiosis”, ( July 22, 2012,), http://

www.e-ir.info/2012/07/22/terrorism-and-the-media-a-dangerous-symbiosis/ 
24 Ibid.
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cilitated uprisings in Tunisia, Syria and Egypt.25 The social media in the Arab 
region successfully mobilize protestors and brought a change. Security situa-
tion is to date is witnessing continuous skirmishes and political shakiness, all 
upsetting economic development and fabricating society.  Hence, it is right to 
say that social media is a tool of the revolution and its cause. 

7. Internet and Terrorism

With the end of Cold War, the mass media of communication has in-
tensely changed, mainly because of the global access of the Internet mobiles 
with latest technology. Technological innovations dramatically changed social 
behaviors and evil genius also got benefits; even terrorist groups have start-
ed to utilize social media as an instrument of terrorizing people. Internet has 
swapped the print media for terrorist organizations as publicity of their agen-
da has become very easy, websites were formed by terrorists to spread their 
messages. Hence, internet for terrorist organizations has become vital as they 
receive more attention as ever before and it is much easier to garner support 
through media. 

Media houses with internet, serving cause of terrorist because terrorist in-
cidents appear a boon for them as they are siphoning money and experiencing 
surge in ratings. The past decade has sufficiently provided examples of favora-
ble association between terrorist organizations and the media.26 Some terrorist 
attacks in history designate the US and the Middle East, actually the builders of 
terrorism exploit the media for the display of their efficiency and propagandas. 
Media gets record audiences and gigantic rating by giving coverage to terrorist 
incidents. Public gets involved in such incidents and get tuned with TV chan-
nels displaying dramatic news. Hence, it is reasonable to claim that beneficial 
relationship between media and terrorism persists.

Terrorists are mainly interested in spectators, the reaction of audience 
is important for them and victims are worthless. To gain attention of public 

25 Julius Kipkorir kimutai,  “Social Media and National Security Threats: A Case Study of 
Kenya” Thesis of MA International Studies, University of Nairobi,Available at 

 http://erepository.uonbi.ac.ke/bitstream/handle/11295/76667/Kimutai_Social%20
Media%20And%20National%20Security%20Threats%20A%20Case%20Study%20Of%20
Kenya.pdf?sequence=4

26  Dominic Rohner and Bruno S. Frey, “Blood and Ink: The Common-Interest-Game between 
Terrorists and the Media”, Public Choice, Vol. 133, No. 1/2 (October, 2007).
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through media is goals of terrorists; therefore selection of area is also related 
to media coverage. Terrorists aim to be regarded like legitimate world leaders 
and media sometimes gives them their desired status. Given these intentions, 
terrorists conduct attacks sensibly with full awareness of the impact of media 
reporting on outsized segment of society. 

The incident of 9/11 attacks on the World Trade Center, and Pentagon 
are glaring examples of media’s effort to grasp world public attention and ag-
gravated discourse on terrorism. The discourse of fear has been built through 
news and reporting which engender new epoch of terrorism and rhetoric of se-
curity started to control mind. The global news media helped bring into being 
the global security regime came after the shocking attack on the World Trade 
Center (WTC). The media, among others, dubbed that attack as 9/11, this term 
has since become an integral part of international discourse.27 Terrorists were 
aware that attacking the standard places in the US will be sensational news 
around the world.

Similarly, media prepared grounds for the US to attack on Iraq and Af-
ghanistan. The first was to embark upon Afghanistan on the name of war 
against terrorism in 2001. Subsequently, the global news media started to jus-
tify US attack on Iraq. 

“During this period, the global media’s activity was confined to two key 
media environments: the global news television networks, such as the BBC, 
Sky News, CNN and the Internet. In the months leading up to the war in 
Iraq, but even more markedly during the war itself, the leading global news 
networks’ national affiliates (a) determined their editorial decisions and (b) 
supported their news value judgments. CNN emerged as a patriotic American 
channel par excellence, while Sky News took a markedly pro-British, pro-gov-
ernment view…. Thus, the three networks helped the United States (and Brit-
ain) to establish their pro-war regime”.28

Another case of the worldwide mobilization of the media can be seen in 
the international media espoused the term of White House’s famous Axis of 
Evil29 and reports were framed on media and internet accordingly. 

27 “The Role of the Media in Establishing International Security Regimes” Conflict and 
Communication, Vol. 4:1 (2005), www.cco.regener-online.de ISSN 1618-0747.

28  Ibid. 
29 The U.S. President, George W. Bush, in his State of the Union address coined the term of 

Axis of Evil on January 29, 2002, accused some governments sponsoring terrorists.  
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8. Recommendations  

Under the light of media’s positive and negative power and its effects on 
security, the below mentioned recommendations can be taken into account to 
minimize threats to security. 

• Media can report terrorist incidents but must be very careful in framing 
of events and coverage. Media must reexamine the situation (different 
from terrorists) and should change its rhetoric while covering the terror-
ist related events. This will be helpful in mitigating fearful atmosphere. 
News coverage must be with a lesser amount of dreadful scenes and less 
sensation. 

• Objectivity should be observed while reporting any incident. The media 
must play a fair role; it must disseminate accurate information, without 
taking any one’s side. Emotions and reason must be carefully gauged as 
anchors sometime unconsciously impose their own perspective, instead 
of objectivity.

•  TV channels should deliver the factual, relevant and clear information 
by avoiding misinterpretation particularly terrorist-related events. To end 
the element of panic, media must shun extreme viewpoints by using soft 
language. 

• Media can work as a tool of public diplomacy instead of an instrument of 
propaganda. With a clear counter narrative, so that terrorists’ account can 
be denied and extremists’ views can be refuted. 

• Since social media is quickly evolving and interacting with geo-economic 
and socio-cultural features, states must establish bodies to strictly check 
all forms of media with solid legislation. Moreover, prevention of the 
spread of extremist viewpoints is possible by removing websites menace 
to security.

9. Conclusion

International community is not immune to forces of use and misuse of 
digital and media. The use of social media with new communication instru-
ments has brought serious security threats and raised privacy concerns. The 
new vectors for cyber-attack are serious concerns of government and the mil-
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itary. Criminals and terrorist organizations with bad intentions and seditious 
elements, frequently use electronic media particularly internet to spread their 
agenda with exclusive intention to recruit, radicalize and reach out target au-
dience. 

The void between media and state stance generate skepticism in societies 
and may widen existing rifts amongst diverse groups. So, counter strategies to 
meet new challenges of social media must be the state priority. The commu-
niqué of ferocious groups is greatly relying on the internet; this dilemma exists 
largely due to the debate of freedom of expression and censorship. Hence, it 
becomes vital to adopt counter measures against the cyber activities of terror-
ists, including tracking online terrorist activities. This is necessary to educate 
public and provide correct perspective and information to them on the one 
hand and effectively counter and neutralize false, malicious and misleading 
narrative of certain groups and anti-state elements.    

In nutshell, new appliances are provided to people but handling with in-
formation is yet difficult as pre conceived contexts are important in perception 
building. Therefore counter strategies are direly needed to use media as an 
apparatus of security rather letting it to be an instrument of evil genius. New 
dogmas as well as new technologies are indispensable for states to refine its 
security strategies. 


