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ARE WE READY FOR FUTURE CYBER 
WARS?

Asst. Prof. Merve SEREN1

Do cyber wars pose threats to national or global security? What is the 
impact of the privatization of intelligence in cyber sector? How can cyber wars 
ruin people’s daily lives? Is it really possible to attribute cybercrimes to their 
rightful perpetrators?  Will information warfare be bloodless or do virtual acts 
have the potential to shed real blood? Do state or non-state actors have the up-
per hand? When and how should states respond to cyberattacks? Are active or 
passive defense position the best option? Does any international legal frame-
work yet exist to define when cyber-counter attacks are permitted or justified? 

There is a long list of questions to answer in order to understand the fu-
ture cyber environment which contains many unknowns and complex security 
challenges. Despite recognizing the cyber environment as a “grey area”, many 
countries and institutions have already started to search for ways to strengthen 
their cyber capabilities in order to deter adversaries in cyberspace or through 
cyberspace. 

From this perspective, the current and future cyber ecosystem needs to be 
discussed under two main headings: “technical/technological” and “legal and 
institutional” dimension. Yet each of these headings reveal the ‘awareness’ and 
‘readiness’ levels of the countries. 

Technical and Technological Dimension

The cyber environment is a global space where any type of information 
system (e.g., computers and telephones) and their communication channels 

1 Assistant Prof., Department of International Relations, Ankara Yıldırım Beyazıt University
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meet together in order to process, send, and store data. Thus, the cyber environ-
ment contains “human”, “technology”, “virtual”, and “physical” components. 
Today, the sphere where “society” and “technology” intersect has emerged as a 
“cyber life zone,” and implies not only the dimension and impact of the threat, 
but also points out the difficulty of taking real-time preventive and actionable 
precautions in terms of chain reactions and increasing speed. 

Currently there are more than 4.208 billion internet users in the world.2 
Meanwhile the Internet of Things (IoT) is growing faster than anyone expect-
ed; from 2 billion objects in 2006 to a projected 200 billion by 2020 (which 
amounts to around 26 smart objects for every human being on Earth). The 
world is getting much smarter; business/manufacturing, healthcare, retail, se-
curity and transportation are all using billions of smart devices. By 2025, the 
total global worth of IoT technology is estimated to be as much as USD 6.2 
trillion, most of which is from devices used in healthcare and manufacturing.3 

At the same time, people are becoming increasingly dependent on smart 
technology and interconnected networks beyond mobile phones: we live and 
work in smart homes and offices. Despite the rapid proliferation of smart de-
vices, people remain largely unaware of the risks that might occur in their con-
nectable home devices. TV’s, cameras, thermostats, heaters and air condition-
ers, bike locks and trackers, door locks, energy and lighting systems, or alarms 
may all serve as vulnerable hubs for hackers to gain unauthorized access to 
your IoT ecosystem at home. 

The cyber landscape contains both advantages and disadvantages. In this 
respect, autonomous and robotic technologies which employ artificial intel-
ligence reflect the discourse on cybersecurity. For example, autonomous ve-
hicles which are still being developed by various companies such as Tesla, 
Uber, Waymo, LeTV, Great Wall Motors, Baidu, and Uisee Technology will 
be capable of performing driving tasks without humans or with limited human 
assistance.4 Tesla added radar to all its vehicles in October 2014 as part of 

2 “Internet Users in the World (30 June 2018)”, Internet World Stats,  https://www.
internetworldstats.com/stats.htm 

3 “A Guide to the Internet of Things”, Intel, https://www.intel.com/content/www/us/en/
internet-of-things/infographics/guide-to-iot.html 

4 Timothy B. Lee, “As Uber and Tesla struggle with driverless cars, Waymo moves forward”, 
Ars Technica, January 06, 2018, https://arstechnica.com/cars/2018/06/as-uber-and-tesla-
struggle-with-driverless-cars-waymo-moves-forward/ ; Graham Winfrey, “4 Companies 
Racing Tesla and Google to Deliver Driverless Cars”, April 06, 2016, https://www.inc.com/
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its autopilot hardware suite and is still working on enhancing the capabilities 
(e.g., location accuracy) of its fully self-driving suite.5  As stated in the latest 
research by Counterpoint’s IoT tracking service, the global market for con-
nected cars is expected to grow by 270 percent by 2022 with more than 125 
million connected passenger cars with embedded connectivity to be shipped 
during 2018-2022.6  

Certainly, self-driving cars will offer numerous advantages and change 
our daily lives. Primarily they will improve the safety of drivers, passengers, 
and other road users, thus helping prevent accidents.  In case of an emergency, 
these cars will automatically call emergency services with their e-call equip-
ment and perhaps save passengers’ lives in the event of near fatal crashes. 
Likewise, self-driving cars will bring many benefits to the disabled communi-
ty.  Additionally, self-driving cars will enhance efficiency by sharing real-time 
information about road conditions; create quieter, cleaner, and less congested 
traffic; and improve urban design by requiring less intrusive infrastructure.

Alternately, from a cybersecurity perspective, self-driving cars pose seri-
ous risks and challenges. First of all, self-driving technology requires more 
software and high levels of constant connectivity. This increases the threat of 
hacking; hackers can exploit vulnerabilities (e.g., communication and infotain-
ment systems) to access a car’s control systems. What would you do if sud-
denly your car was remotely hijacked by hackers? Secondly, this autonomous 
technology uses many safety systems. What would happen if your car’s sen-
sor system does not work and crashes into someone walking down the street?  
Thirdly, car manufactures and internet companies will be collecting all of your 
personal data and able to analyze and use it for any purpose they so choose, 
legal and ethical or otherwise. By instant information-sharing, it will be easier 
for companies or hackers to learn when and where you go and with whom.  De-
spite the potential of the increasing sophistication of artificial intelligence and 
IoT-related technologies to make self-driving systems safer, secure encryption 

graham-winfrey/tesla-google-companies-with-big-ambitions-driverless-cars.html 
5 Joann Muller , “To Improve AutoPilot, Tesla To Increase Reliance On Radar”, Forbes, 

September 11, 2016, https://www.forbes.com/sites/joannmuller/2016/09/11/with-improved-
radar-for-autopilot-tesla-aims-to-avoid-ufos-and-other-rare-events/#6801e0aa35e1 ; Simon 
Alvarez, “Tesla’s Full Self-Driving patent uses cars as Earth-based GPS satellites”, December 
07, 2018,  https://www.teslarati.com/tesla-full-self-driving-patent-earth-based-satellites/ 

6 Hanish Bhatia, “125 Million+ Connected Cars Shipments by 2022; 5G Cars by 2020”, 
Counterpoint, April 3, 2018,  https://www.counterpointresearch.com/125-million-connected-
cars-shipments-2022-5g-cars-2020/ 
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systems still need be developed in order to gain the trust of consumers.  The 
proliferation of technologies that are embedded in connected and autonomous 
systems increase the risk of cyberattacks more than ever. 

In fact, the vigorous and asymmetric characteristics of cyber threats re-
quire defensive approaches different from conventional ones. In today’s cy-
ber wars, the risk for the attacking side is low, as it is difficult to attribute 
an attack to its actual source. Assume that a large number of cybercriminals 
from different countries launch a coordinated attack targeting a state or a local 
government, or an institutional organization. This cyberattack does not show 
any signs of violence and occurs almost at the speed of light. On the other 
side, it is asymmetric; because it is versatile and does not use classical warfare 
techniques. It is a kind of an attack that can be carried out by the weak against 
the strong and powerful ones. Additionally, it is free from boundaries and geo-
graphical location, in a sense, it cuts across all boundaries.

The number of the cyberattacks are increasing every day. In the past, cy-
berattacks were generally carried out in the form of reviewing the data in the 
systems, collecting preliminary information, or stealing the information from 
the system. However, cyberattacks are no longer limited to the infiltration of 
computer systems, the theft of personal or institutional information from the 
targets, the gathering and dissemination of information, or the disruption of the 
existing information system. 

Cyberattacks are increasingly appearing as war between states in which 
one side may damage or destroy the enemy state through cyberattacks, such as 
targeting opponents’ communication system, healthcare system, information 
system, energy networks, transport networks, financial markets and banking 
systems, electricity and water supply networks, command and control systems, 
military or any other critical infrastructures. 

Furthermore, states may also employ different types of cyber espionage 
tools in order to meet their economic needs as well as preserve industrial inter-
ests. The cyber wars between the U.S., Russia, and China are good examples 
of cyberespionage cases. According to a report released by DNI’s National 
Counterintelligence and Security Center (NCSC), foreign intelligence servic-
es continue to represent the most persistent and pervasive cyber intelligence 
threat, while China, Russia, and Iran are defined as the most capable and active 
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cyber actors tied to economic espionage.7 Likewise according to a report sub-
mitted to the Senate Intelligence Committee in December 2018, Department 
of Justice revealed that China was involved in 90 percent of all espionage 
and industrial secrets theft from 2011 to 2018 and more than two-thirds of 
the Department’s theft of trade secrets cases were linked to China.8 The hack 
of Marriott Hotels’ database which exposed private details (such as passport 
numbers) of half a billion guests is an another striking example showing the 
cyber risk for businesses.9  Similarly, hackers stole the personal and financial 
details of almost 10 million passengers of Cathay Pacific Airways in October 
2018, which has become the largest data breach reported by an airliner so far.10 

Serious cyberattacks targeting a state’s financial or healthcare sector or 
military infrastructure may damage public trust in government and national 
institutions’ defense capabilities to protect its citizens. Cyberattacks may cause 
the loss of human life. Cyberattacks against healthcare providers provide con-
crete examples of the level of risk, such as in 2016, when the Hollywood Pres-
byterian Medical Center had to pay $17,000 in bitcoin in order to regain access 
to its own computer systems.11  When one considers that all the information 
belonging to patients waiting for critical test results, diagnoses, or surgeries are 
all stored in computer systems, it is easier to comprehend the potential down-
side of a flawed cyber security strategy.

As information and communications technology continue to shape the 
world order, it should be noted that “cyber security”, “communications se-
curity”, and “information security” have become irrevocably intertwined. 

7 “2018 Foreign Economic Espionage in Cyberspace”, The National Counterintelligence and 
Security Center, https://www.dni.gov/files/NCSC/documents/news/20180724-economic-
espionage-pub.pdf 

8  “China’s Non-Traditional Espionage Against The United States: The Threat and Potential 
Policy Responses”, Statement of John C. Demers, Assistant Attorney General, National 
Security Division, U.S. Department of Justice, December 12, 2018, https://www.judiciary.
senate.gov/imo/media/doc/12-12-18%20Demers%20Testimony.pdf 

9 “Private data of 500 million Marriott guests exposed in massive breach”, The Telegraph, 
November 30, 2018, https://www.telegraph.co.uk/technology/2018/11/30/private-data-500-
million-marriott-guests-exposed-massive-breach/ 

10 Millions of Passengers Hit in Worst Ever Airline Data Hack”, Bloomberg, 25 October 2018,  
https://www.bloomberg.com/news/articles/2018-10-25/cathay-pacific-reports-data-breach-
affecting-9-4-million-fliers 

11 “Los Angeles hospital paid $17,000 in bitcoin to ransomware hackers, The Guardian, 
February 17, 2016, https://www.theguardian.com/technology/2016/feb/17/los-angeles-
hospital-hacked-ransom-bitcoin-hollywood-presbyterian-medical-center 
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The aforementioned areas that need to be protected are the same, however, 
the threats, attack methods, and weaknesses remain different from each other.  
Consequently, the information in the cyber environment is constantly under 
threat and this threat occurs mostly in the form of “distributed denial of ser-
vice” (DDoS), “data stealing”, or “data exploitation”.  For example, the official 
website of Turkey’s Foreign Ministry was hacked by a local hacker group in 
2012 which leaked the personal information of foreign diplomats serving in 
Turkey on the internet.12 Yet Turkey was attacked for two weeks in December 
2015 and had received six DDoS attacks on its “.tr” domain server which pro-
pelled the government of Turkey to take preventive measures against cyberat-
tacks.13

Both the use of cyber-warfare and the damages it causes are escalating. 
Despite the rising global awareness of the cybersecurity threats and network 
vulnerabilities in businesses and organizations, many state and private agencies 
remain understaffed or work with unqualified and inexperienced personnel, 
limited financial resources, and lack of collaboration and interaction with other 
departments and institutions. To give an example, Turkish PM Binali Yıldırım, 
at a conference on cybersecurity in October 2017, confessed that “Turkey is 
short of at least 30,000 cybersecurity experts” while expressing his concerns 
about the several large-scale cyberattacks targeted Turkey in the last 10 years.14 
Despite the steps taken recently by state agencies such as Information Tech-
nology and Communication Board, Undersecretariat for Defense Industries or 
TUBITAK BILGEM’s Cyber Security Institute, it’s a fact that Turkey lacks 
comprehensive regulations and skilled experts in combating cyberattacks.15 In 
that sense, Turkey still needs to implement a more integrated national policy 
for its future cyber workforce composed by both temporary and permanent 
employees of state agencies, private corporations, institutions, universities and 

12 “Dışişleri İnternet Sitesine Siber Saldırı” , TRT Haber, 03 Temmuz 2012 https://www.
trthaber.com/haber/bilim-teknik/disisleri-internet-sitesine-siber-saldiri-47018.html 

13 “Kamuoyu Duyurusu: 14/12/2015 Tarihinde Başlayan DDoS Saldırısı”, Nic.TR, ODTÜ, 21 
Aralık 2015, https://www.nic.tr/2015-12-DDoS-Saldirisi-Kamuoyu-Duyurusu-20151221.pdf 

14 “Turkey’s need for cybersecurity experts grows amid increasing threats”,  Daily Sabah, 
20 Ocotober 2017, https://www.dailysabah.com/turkey/2017/10/21/turkeys-need-for-
cybersecurity-experts-grows-amid-increasing-threats 

15 “Turkey boosts cybersecurity with new defense initiative”, Daily Sabah, 28 June 2018, 
https://www.dailysabah.com/defense/2018/06/29/turkey-boosts-cybersecurity-with-new-
defense-initiative ; “Turkey to build ‘cyber army’ to defend against hack attacks”, Middle 
East Monitor, May 20, 2017, https://www.middleeastmonitor.com/20170520-turkey-to-
build-cyber-army-to-defend-against-hack-attacks/ 
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non-governmental organizations. Again any stolen information which contains 
classified intelligence data would be catastrophic for a state preparing to con-
duct a cross-border operation. For example, according to Cyber Threat Status 
Report prepared by STM Cyber Fusion Center for the January–March 2018 
period, Turkey was subjected to cyberattacks (see Figure I) in the course of 
Operation Olive Branch. As said in the report, at the outset of Operation Olive 
Branch, aggressive terrorist-linked or motivated groups launched systematic 
cyberattacks under the #OpTurkey hashtag against especially the provincial 
activities of public institutions and organizations. 16 

Figure 1. Cyber Threat Intelligence Chart

As it is seen cyberattacks might be launched by lone actors, organized 
crime groups (like networks of hackers), states, state-sponsored hackers, syn-
dicates and networks, or government-affiliated actors.   Although nation-states 
are recognized as the main players of a full-scale cyberwar, the cyberattacks 
launched in the last decade shows that government-affiliated or/and non-state 
actors have been increasingly involved in cyberspace which is a new domain in 
warfare. For example, Russian government and its’ allegedly affiliated hacker 
groups have been frequently criticized for stealing the personal information of 
politicians, celebrities and public figures, or institutional information from the 
state agencies in order to gather, disseminate and disrupt the sensitive data to 
manipulate and influence the opinions, ideologies and decisions of the target 
audience.

16 “Siber Tehdit Durum Raporu, Ocak-Mart 2018” https://www.stm.com.tr/documents/file/Pdf/
siber-tehdit-durum-raporu-ocak-mart-2018.pdf , p. 6
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Recalling that Russian secret service was accused of either conducting 
or coordinating one of the most aggressive cyber campaigns in May 2015 by 
infecting Bundestag’s computers with malware to seize large amounts of data 
aiming to disrupt elections in Germany. Again in 2016 and 2017, as stated both 
by Hans-Georg Maaßen, president of the domestic BfV intelligence agency, 
and Bruno Kahl, the head of foreign intelligence service BND, German intel-
ligence agencies detected and foiled repeated email phishing attacks direct-
ed towards CDU/CSU party, politicians and institutions. Intelligence chiefs 
Maaßen and Kahl warned about Russia’s disinformation campaign and influ-
ence operations which unveils how a state actor can stand behind cyberattacks 
and provide all the resources needed.17 Similar allegations against Russia were 
also put into words by politicians, security and intelligence agencies, and cyber 
security firms in the other Western countries such as England, France and U.S. 
For instance, following the cyberattacks in the run-up to the May 2015 British 
general elections, the political parties in the UK have urged security agencies 
to take preventive actions against any probable cyberattack launched by Russia 
or Russia-backed hackers.18 

Likewise, as claimed in the Flashpoint and Trend Micro’s intelligence 
reports, the hacking groups known variously as “Advanced Persistent Threat 
28 (APT28)”, “Fancy Bear”, “Sofacy” or “Pawn Storm” which has been linked 
with the Russian military intelligence directorate GRU, was responsible of the 
“massive and coordinated” attack conducted during the campaign of France’s 
president-elect, Emmanuel Macron. However, Macron’s then digital director 
and currently France’s Digital Affairs Minister Mounir Mahjoubi drew atten-
tion to awareness and readiness levels towards Russia’s information warfare 
efforts. In this regard, Mahjoubi clarified how they applied “counter-offen-
sive” defense by implementing a classic “cyber-blurring” strategy which was 

17 “Was Russia behind 2015’s cyber-attack on the German parliament?”, Deutsche Welle, 
02 February 2016, https://www.dw.com/en/was-russia-behind-2015s-cyber-attack-on-the-
german-parliament/a-19017553 ; “German spy chief says Russian hackers could disrupt 
elections”, The Guardian, 29 November 2016, https://www.theguardian.com/world/2016/
nov/29/german-spy-chief-russian-hackers-could-disrupt-elections-bruno-kahl-cyber-
attacks; “German spy chief warns Russia cyber attacks aiming to influence elections”, The 
Independent, 04 May 2017, https://www.independent.co.uk/news/world/europe/germany-
spy-chief-russian-cyber-attacks-russia-elections-influence-angela-merkel-putin-hans-
georg-a7718006.html 

18 “Russia accused of launching hacking campaign during UK general election”, 14 February 
2017, https://www.independent.co.uk/news/uk/politics/uk-general-election-russia-hacked-
cyber-attack-a7580076.html 
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based on creating traps through false accounts with false contents. Despite the 
early warning of receiving high quality phishing emails, Mahjoubi’s team was 
more prepared to slow down the attackers’ rather than preventing the hack.19 

Alongside European states, the massive cyberattacks targeted U.S. presi-
dential election in 2016. For the first time, FBI’s special agent Adrian Hawkins 
informed the Democratic National Committee in September 2015 about “the 
Dukes,” a cyberespionage team linked to the Russian government which is 
then accused of the cyberintrusion attempts to email systems of the White 
House, the State Department and even the Joint Chiefs of Staff.  Shortly, FBI’s 
alert calling to protect D.N.C.’s computer networks from Russian intrusion 
was cited as “the cryptic first sign of a cyberespionage and information-war-
fare campaign devised to disrupt the 2016 presidential election, the first such 
attempt by a foreign power in American history”.20 

Although this was the first and most serious cyberespionage case, Russia-
backed cyber operations were not new at all, thus Obama Administration was 
criticized of underestimating and undervaluing the risks and costs of cyberat-
tacks as well as being slow in responding the information-gathering opera-
tions. While Vice President Mike Pence claiming the Trump White House had 
“inherited a cyber crisis”, from an opposing viewpoint, Obama’s cybersecurity 
czar Michael Daniel argues that Trump’s actions such as sanctions on Russia 
and Iran would not be possible if Obama had not issued executive orders for 
National Risk Management Center in 2013 and for the Treasury Department to 
impose sanctions in response to malicious cyber-enabled activities in 2015.21 
On the other side of the coin, Trump was accused of collaborating with Putin 

19 “How Russia hacked the French election”, The Politico, 23 April 2017, https://www.politico.
eu/article/france-election-2017-russia-hacked-cyberattacks/ ; “Macron hackers linked to 
Russian-affiliated group behind US attack”, The Guardian, 08 May 2017,  https://www.
theguardian.com/world/2017/may/08/macron-hackers-linked-to-russian-affiliated-group-
behind-us-attack ; “Hackers Came, but the French Were Prepared”, The New York Times, 
May 9, 2017, https://www.nytimes.com/2017/05/09/world/europe/hackers-came-but-the-
french-were-prepared.html 

20 “The Perfect Weapon: How Russian Cyberpower Invaded the U.S.”, New York Times, 
December 13, 2016, https://www.nytimes.com/2016/12/13/us/politics/russia-hack-election-
dnc.html 

21 “President Obama’s Pursuit of Cyber Deterrence Ends in Failure”, Council on Foreign 
Relations, 04 January 2017, https://www.cfr.org/blog/president-obamas-pursuit-cyber-
deterrence-ends-failure ; “Trump did not ‘inherit a cyber crisis,’ Obama’s cybersecurity czar 
says”, CNET, 02 August 2018, https://www.cnet.com/news/trump-did-not-inherit-a-cyber-
crisis-obamas-cybersecurity-czar-says/ 
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to harm his opponent, Democrat Party’s candidate Hillary Clinton. Though 
Trump has rejected any links or coordination between his presidential cam-
paign and the Moscow government, interestingly he asked FBI Director James 
Comey to drop the investigation to former NSA adviser Michael Flynn and 
soon fired Comey in May 2017.22 Yet the report released by DNI in January 
2017 revealed the findings of the intelligence agencies which includes CIA, 
FBI and NSA’s joint statement with “high confidence” that Russian govern-
ment conducted a sophisticated campaign to influence 2016 elections in order 
to damage Clinton’s presidential campaign and undermine U.S. democratic 
process.23

As seen by the statements and findings mentioned above, Russia has been 
accused of launching cyber operations especially in the last decade and try to 
subvert foreign elections. In this context, Galante & Ee define Russia’s in-
terference actions under the categories of “infrastructure exploitation”, “vote 
manipulation”, “strategic publication”, “false-front engagement”, “sentiment 
amplification” and “fabricated content”. Besides providing a definitional clar-
ity for interference actions, authors also pointed to divides of state involve-
ment at three levels: “state-directed”, “state-encouraged” and “state-aligned”.  
From this perspective Russia’s “state-directed” type of involvement in the 
elections are seen in 2014 Ukraine (infrastructure exploitation, vote manipula-
tion, fabricated content), 2016 United States (infrastructure exploitation, stra-
tegic publication, false front engagement, sentiment amplification, fabricated 
content) and 2017 Germany (infrastructure exploitation, sentiment amplifica-
tion, fabricated content). On the other hand, Russia’s “state-encouraged” type 

22  Intelligence Agencies Say Russia Ordered ‘Influence Campaign’ to Aid Donald Trump 
in Election”, January 6, 2017, Wall Street Journal, https://www.wsj.com/articles/donald-
trump-continues-attacks-on-intelligence-agencies-ahead-of-classified-briefing-on-
russia-1483728966 ; “Russian official offered Trump campaign ‘political’ cooperation in 
2015”, Times of Israel, 08 December 2018, https://www.timesofisrael.com/russian-offered-
trump-campaign-political-cooperation-in-2015/ ;

 “Former acting FBI director: Trump’s ‘own words’ prompted counterintelligence 
investigation”, CNN, 18 February 2018, https://edition.cnn.com/2019/02/17/politics/
mccabe-fbi-investigation-russia-trump/index.html ; “Former acting FBI director: Trump’s 
‘own words’ prompted counterintelligence investigation”, CNN Digital Expansion 
2017”, CNN, 18 February 2018, https://edition.cnn.com/2019/02/17/politics/mccabe-fbi-
investigation-russia-trump/index.html ; “Most Democrats call for investigation instead of 
impeachment”,  CNN, 07 March 2019, https://edition.cnn.com/2019/03/07/politics/house-
democrats-impeachment-investigations/index.html 

23 “Background to “Assessing Russian Activities and Intentions in Recent US Elections”: The 
Analytic Process and Cyber Incident Attribution”, 06 January 2017, https://www.dni.gov/
files/documents/ICA_2017_01.pdf  



79Security of the Future

of involvement occurred in the run-up to the 2016 Brexit Referendum in the 
U.K. (false front engagement, sentiment amplification, fabricated content) 
while “state-aligned” involvement took place prior to presidential elections 
on 07 May 2017 in France (infrastructure exploitation, strategic publication, 
sentiment amplification).  It must be noted that the actors which played criti-
cal roles throughout the Russian election interferences in Ukraine, U.K., U.S., 
France and Germany between 2014-2018 had changed depending upon the 
type of activity and the level of state involvement. For instance, APT28 (at-
tributed to GRU) known as “Fancy Bear” or “Sofacy” has been implicated 
in multiple high-profile cyberattacks and intrusions since 2014 such as hack-
ing German Bundestag and U.S. political organizations. In a similar manner, 
APT29 (attributed to FSB) also known as “Cozy Bear” or “CozyDuke” has 
been implicated in several high-profile cyberattacks such as network intru-
sions of D.N.C., Department of State, and the White House. Again, Internet 
Research Agency (IRA) functioning as a “troll farm” mainly for propagating 
pro-Kremlin disinformation has been implicated in spreading disinformation 
both in 2016 Brexit and 2016 U.S. presidential election. Another hacktivist 
group with a pro-Russian government sentiment is “CyberBerkut” which is 
active primarily in Ukraine with the name “Berkut”, involved in the repression 
of protests during the 2014 Ukrainian Revolution.24

Following Kremlin’s allegedly interference to election campaigns in Eu-
rope and U.S., Moscow has become “the most feared state-sponsored cyber 
attacker” which owns a “more aggressive cyber posture” with its “highly ad-
vanced offensive cyber programme”, expressed by the Daniel Coats, the Di-
rector of National Intelligence. Thus China with its worldwide bad reputation 
in corporate espionage was replaced by Russia which is now considered as the 
most serious threat both in corporate and political arenas.25

While Moscow and Washington have been denying all the accusations 
about each other’s offensive cyber operations aiming to expand interests of 
Kremlin and White House, the ever-increasing numbers and the growing so-
phistication of the attacks point out the fact that cyber and information warfare 

24  Laura Galante and Shaun Ee, Defining Russian Election Interference: An Analysis of Select 
2014 to 2018 Cyber Enabled Incidents, (Issue Brief), The Scowcroft Center for Strategy 
and Security, Atlantic Council, September 2018,  https://www.atlanticcouncil.org/images/
publications/Defining_Russian_Election_Interference_web.pdf 

25 “Russia’s efforts to ‘destabilise western democracy’ increase cyber insecurity”,  Financial 
Times, May 25,  2017, https://www.ft.com/content/93f6a15c-2424-11e7-a34a-538b4cb30025 
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will most likely be the key drivers shaping the future security environment. In 
this regard, alongside nation-states, a wide range of non-state actors perform-
ing independently or jointly appear to be much more involved in cyber domain 
for tactical and strategic objectives. Concisely, the national and international 
security architecture likely to be restructured owing to the improvement of 
defensive and offensive cyberspace capabilities of states and non-state actors. 

Briefly, the cyberattacks already carried out across the globe symbolizes 
a historic landmark for future cyberwarfare. While states and non-state actors 
acquire more cyber weapons, the tools and techniques used in cyberwarfare 
become diversified.  Government agencies, intelligence services, state-owned 
or state-sponsored hacking groups and paid internet trolls conduct overt/covert 
operations, influence campaigns, propaganda, disinformation and manipula-
tion activities. 

To give an example, APTs which are state directed and supported groups 
trying to steal data, disrupt operations or destroy infrastructure are not only 
established in Russia (e.g. APT29) but also in other countries such as in Chi-
na, North Korea (e.g. APT37, APT38), Iran (e.g. APT33, APT34) and Viet-
nam (e.g. APT32, known as “OceanLotus Group”).  The fact remains that the 
“target sectors”, “attack vectors” and “associated malwares” vary across the 
groups, even the target, tools, techniques and defense approaches of one APT 
develop and evolve with time. As it is well known, Russia and China have 
been similarly blamed for being the “biggest state sponsors of cyber-attacks on 
the West”26 and named for the host countries of a wide range of cyber security 
firms and hacking groups. In this respect, APT1 (“Unit 61398” or “Comment 
Crew”), APT3 (“UPS Team”), APT10 (“Menupass Team”), APT12 (“Calc 
Team”), APT16, APT17 (“Tailgator Team” or “Deputy Dog”), APT18 (Wek-
by), APT19 (“Codoso Team”) and APT30 are the groups all -suspected- attrib-
uted to China.  On the other hand, China-linked APTs’ associated malwares are 
listed as; TROJAN.ECLTYS, BACKDOOR.BARKIOFORK, BACKDOOR.
WAKEMINAP, TROJAN.DOWNBOT, BACKDOOR.DALBOT, BACK-
DOOR.REVIRD, TROJAN.BADNAME, BACKDOOR.WUALESSRIP-
TIDE, HIGHTIDE, THREBYTE, WATERSPOUT, BLACKCOFFEE, IRON-
HALO, ELMER, HAYMAKER, SNUGRIDE, BUGJUICE, QUASARRAT, 

26 “China is ahead of Russia as ‘biggest state sponsor of cyber-attacks on the West’”, The 
Telegraph, 09 0c0tber 2018,  https://www.telegraph.co.uk/technology/2018/10/09/china-
ahead-russia-biggest-state-sponsor-cyber-attacks-west/ 
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SHOTPUT, COOKIECUTTER, SOGU, Gh0st RAT, BEACON, COBALT-
STRIKE, SHIPSHAPE, SPACESHIP, FLASHFLOOD.27  

As the profiles of cyber-criminals/cyberattackers are diverse, the motiva-
tion and impact of the attacks differ as well. The roles of the cyberattackers 
may also vary depending on the situation, and may overlap. Actors can move 
between categories over time depending on their current aims and goals. In 
other words, the cyber threat actors mainly distinguished as “cyberterrorists”, 
“hacktivists”, “state-sponsored actors” and “cybercriminals” have different 
motivators, techniques, targets and use of stolen data.28

On the other hand, despite a broad target across a variety of industries in-
cluding government, financial, energy, chemical, telecommunications, manu-
facturing, aerospace, automotive, and healthcare; the top five most prominent 
forms of cybercrime are listed as  “phishing”, “ransomware”, “IoT hacking”,  
“physical cybercrime”, and the “dark web”.29  For instance, the powerful hacks 
which hit more than 150 countries in May 2017 revealed the devastating and 
widespread effect of ransomware attacks. This massive cyberattack was ‘of-
ficially attributed’30 to North Korea’s hacking entity working on behalf of the 
Pyongyang government known as “Lazarus Group (Hidden Cobra)”. The ran-
somware used in the attacks said to be a “WannaCry”, a worm that spread 
quickly to vulnerable systems and disabled hundreds of thousands of comput-
ers. WannaCry and Petya are currently among the most popular ransomware 
warms used for exploiting vulnerabilities.  As it is also seen in the cyberattack 
which hit Europe and beyond -as far as India and the U.S.- in June 2017, the 
virus infected the systems was a variant of “Petya” named as “GoldenEye”.31 

27  “Advanced Persistent Threat Groups”, Fireeye, https://www.fireeye.com/current-threats/
apt-groups.html#groups 

28  On this topic, see.  Lillian Ablon, Data Thieves: The Motivations of Cyber Threat Actors and 
Their Use and Monetization of Stolen Data. Santa Monica, CA: RAND Corporation, 2018, 
p.5 https://www.rand.org/pubs/testimonies/CT490.html. 

29 “Top 5 most prominent forms of cybercrime”, Computer Business Review, February 14, 
2018, https://www.cbronline.com/list/top-forms-cybercrime 

30 White House officially blamed North Korea for being directly responsible of massive 
malware attacks. See the press briefing given by Thomas P. Bossert, assistant to the president 
for homeland security and counterterrorism.  “Press Briefing on the Attribution of the 
WannaCry Malware Attack to North Korea”, Issued on: December 19, 2017, https://www.
whitehouse.gov/briefings-statements/press-briefing-on-the-attribution-of-the-wannacry-
malware-attack-to-north-korea-121917/ 

31 “NHS cyber-attack was ‘launched from North Korea’”, BBC News, 16 June 2017, 
https://www.bbc.com/news/technology-40297493 ; “Massive cyberattack hits Europe 
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As well, in October 2018, a striking “phishing” campaign mimicking the po-
lice service targeted the Icelandic citizens which was claimed to be the largest 
cyberattack ever confronted by the country. 32

The information in the cyber environment is constantly under threat. 
These threats are manifested in such ways as “website defacement”, “denial 
of service”, “cyber-exploitation”, “cyber-espionage”, “Advanced Persistent 
Threats (APT)” and “Supervisory Control and Data Acquisition (SCADA) at-
tacks” in today’s environment. In addition to forms of threats, top three types 
of motivation behind the attacks stated as “cybercrime”, “hacktivism” and 
“cyber-espionage”. While there is a multitude of different reasons for hackers 
to hack, these reasons shift over time.  However according to the infographic 
in the Cyber-Risk & Resilience Report (2017) prepared by Raconteur from a 
variety of source, the motives behind the hacks are distributed as follows: ran-
som (41%); insider threat (27%); political reasons (26%); competition (26%); 
cyberwar (24%); angry user (20%); and motive unknown (11%).33

Legal and Institutional Dimension

Each motivation behind the cyberattack brings its own concerns and risks. 
Regardless of the scope, scale, target and motivator of the attack, there are 
some common features of the cyberattacks. Cyberattacks do not have boundar-
ies; they can be launched from any place on the Earth and directed to the far 
end of the World just in seconds.  The risk and cost for the attacker is low while 
the burden might be so heavy for the defensive side. Again, the target for the 
attacker is clear and distinct but for the exposed side identifying, tracking and 
finding the location of cybercriminal is quite difficult.

The question then arises as to what can be done for cyber security or how 
should governments and corporations respond to cyber threats? This might be 
explained by using the example of lessons learned from Turkey’s experiences. 

with widespread ransom demands”, The Washington Post, 27 June 2017, https://www.
washingtonpost.com/world/europe/ukraines-government-key-infrastructure-hit-in-
massive-cyberattack/2017/06/27/7d22c7dc-5b40-11e7-9fc6-c7ef4bc58d13_story.
html?noredirect=on&utm_term=.521d7ceb7580 

32 Ionut Ilascu, “Largest Cyber Attack Against Iceland Driven by Complex Phishing Scheme”, 
Bleeping Computer, October 12, 2018, https://www.bleepingcomputer.com/news/security/
largest-cyber-attack-against-iceland-driven-by-complex-phishing-scheme/ 

33 “Why Hackers Hack?”, Raconteur, https://www.raconteur.net/infographics/why-hackers-hack 
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For a long period of time, Turkey’s attitude towards cyber threats was based 
on a reactive approach. In this sense, Turkey had insufficient resources, under-
staffed, weak cyber governance structure, limited protection and static controls 
as well as lacked of a comprehensive cyber strategy.  Unfortunately, Turkey’s 
national awareness of cybersecurity issues has raised after becoming increas-
ingly targeted to massive cyberattacks. 

The first major cyberattack that Turkey confronted was directed at the 
Baku–Tbilisi–Ceyhan oil pipeline on August 8, 2008 which was defined by 
Derek Reveron, a professor at the U.S. Naval War College, as the cyberattack 
which “rewrites the history of cyberwar”.34 From this time, a series of cyber-
attacks recognized targeting the critical infrastructure and government agen-
cies such as the official website of Foreign Ministry was hacked in July 2012 
and later in December 2015 Turkey was attacked for two weeks on its “.tr” 
server. The fact remains that the number, type and sources of such cyberattacks 
against Turkey has dramatically increased and diversified in the last decade. In 
2016 Turkey ranked at the top which was most affected by ransomware attacks 
among the countries in Europe and also held the third place in the world after 
the U.S. and Brazil. Again, according to a report published by Fortinet in Au-
gust 2016, Turkey placed in the list of top five countries experiencing botnets, 
malicious software and exploit kits attacks in the second quarter of 2016.35

To summarize briefly, Turkey -thereafter being targeted to massive cy-
berattacks- has realized the significance of adopting a national cyber security 
strategy and developing an operational cybersecurity framework in order to 
gain the cyber capabilities urgently needed to respond and combat effectively 
to advanced cyber and information threats.

In this respect Turkey’s cyber security progress has started at the begin-
ning of 2000s but for the most part improved in last decade.36 Firstly, an “Infor-
matics and Information Security Research Center (BİLGEM)” was established 
under the Scientific and Technological Research Council of Turkey (TUBI-

34 “2008 Turkish oil pipeline explosion may have been Stuxnet precursor”, Homeland Security 
News Wire, 17 December 2014, http://www.homelandsecuritynewswire.com/dr20141217-
2008-turkish-oil-pipeline-explosion-may-have-been-stuxnet-precursor 

35 STM Report, “Cyber Threat Landscape Report, October-December 2016”, https://www.
stm.com.tr/documents/file/Pdf/Siber%20Tehdit%20Durum%20Raporu%20Ekim-%20
Aral%C4%B1k%202016.pdf 

36 Merve Seren, “Turkey Steps Up Counter-Cyber Attack Efforts”, New Turkey, January 24, 
2017 https://thenewturkey.org/turkey-steps-up-counter-cyber-attack-efforts 
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TAK) in order to carry out the mission of cyber security and support national 
cyber security. In accordance with this purpose, the “Network Security Group 
(NSG)” was created and, in 2001 the “Common Criteria Test Center” project 
was initiated which later became capable of carrying out communications se-
curity tests for crypto devices. Since 2006, the NSG has gained experience 
with side channel analysis and reverse engineering. In the meantime, in 2005, 
the State Planning Organization’s Information Society Department initiated 
the “Information Society Strategy” project in which the NSG has also involved 
to establish the Information Systems Security Program within the framework 
of the project. By implementing the project, Turkey aimed reinforcing infor-
mation security as well as spreading corporate information security aware-
ness, indeed the establishment of the “Computer Emergency Response Team” 
(TR-CERT) could be given as an important example which was charged to 
run the tasks defined within the scope of the project. Noting that TUBITAK 
BİLGEM’s NSG changed its name to “Information Systems Security Group” 
and lastly become “Cyber Security Institute”37 (SGE) which has been work-
ing with TAF, public institutions, private companies, national and international 
organizations since 2012. On the other hand, TAF established a cyber defense 
unit named as the “General Staff Warfare and Cyber Defense Command” in 
2012, which was established to protect military data from cyber-attacks. In 
2013, the “National Computer Emergency Response Center” was established 
within the Information and Communication Technologies Authority and in 
2016, the “Cyber Defense Technology Center” of HAVELSAN was founded. 
Again in 2016, Turkey’s first “Cyber Fusion Center” was brought into being 
within the STM Corporation, applying proactive and preventive measures to 
protect critical technology and data assets through its components such as the 
“Cyber Operations Center”, the “Cyber Intelligence Center” and the “Malware 
Analysis Laboratory”. Lastly but most importantly, the Ministry of Transport, 
Maritime Affairs and Communications which has been given the duty of pre-
paring a policy, strategy and action plans for providing national cyber security 
and ensuring coordination.  To this end, for the first time, the “National Cyber 
Security Strategy and 2013-2014 Action Plan” was published in the Official 
Gazette Nr. 28683 on June 20th, 2013 and enacted. Subsequently, the strat-
egy was updated and revised with the “2016-2019 National Cyber Security 
Strategy and Action Plan”. Beyond question, this document plays a vital role 

37 TUBİTAK BİLGEM, “History of Cyber Security Institute (SGE)”, http://sge.bilgem.tubitak.
gov.tr/en/kurumsal/history 
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in three aspects. Firstly, it acknowledges cyber security as an integral part of 
national security. Secondly, it aims to acquire the competency that is required 
to take administrative and technological precautions for maintaining the abso-
lute security of all systems and the national cyber space. Thirdly, it is the most 
comprehensive legal and technical framework for evaluating and strengthen-
ing Turkey’s cybersecurity capabilities.38 

Definitely, Turkey is not the only country that urges greater public under-
standing of cyber security and, aims to enhance its’ awareness and readiness 
level against cyber risks. For instance, it is estimated that malicious cyber ac-
tivity cost the U.S. economy between 57 billion and 109 billion U.S. dollars in 
2016.  Therewithal, the cyberattacks cost the world economy 600 billion U.S. 
dollars each year.39 

By taking into account the scale and scope of cyber threats, it’s a fact 
that single-handed national efforts in the long run would remain inadequate 
to cope with the problems stemming from the cyberspace. Therefore, inter-
national organizations such as EU and NATO must necessarily involve into 
the cybersecurity agendas of the states’ through coordinating, contributing and 
collaborating to identify and implement the objectives, priorities and solutions 
for the future challenges of cyber domain. Essentially, NATO Summits in 2014 
and 2016 symbolize the milestones; first cyber defense has become as part of 
NATO’s core task of collective defense, secondly cyberspace was recognized 
as a domain of military operations and Allies pledged to enhance cyber defense 
of their national networks and infrastructure as a matter of priority.40

In accordance with these endeavors, -through  the international organiza-
tion- states must focus on defining new security principles to be implemented, 
a new interdisciplinary approach to be adopted, as well as ways to enhance 
the organizational structure of the institutions, resource allocation, R&D fa-
cilities, public-private cooperation and training, national and international co-

38 “2016-2019 National Cyber Security Strategy”, The Ministry of Transportation, Maritime 
and Communication http://www.udhb.gov.tr/doc/siberg/UlusalSibereng.pdf 

39 The Council of Economic Advisers, “The Cost of Malicious Cyber Activity to the U.S. 
Economy”, Executive Office of the President, February 2018, https://www.whitehouse.gov/
wp-content/uploads/2018/03/The-Cost-of-Malicious-Cyber-Activity-to-the-U.S.-Economy.
pdf ; Tomasz Świderek , “Cyber-attacks cost the world economy USD600bn each year”,  
Financial Observer, 31 May 2018,  https://financialobserver.eu/poland/cyber-attacks-cost-
the-world-economy-usd600bn-each-year/ 

40 NATO Cyber Defence Fact Sheet, February 2018, NATO, https://www.nato.int/nato_static_
fl2014/assets/pdf/pdf_2018_02/20180213_1802-factsheet-cyber-defence-en.pdf 
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ordination centers, intelligence fusion and analysis centers, developing core 
technologies, common legal principles and judicial reforms to struggle with 
cybercrimes. 

It must be kept in mind that avoiding the cyber war is not possible and 
also it is not always possible to create a hundred percent safe system in prac-
tice to prevent the cyberattacks. In cyber security, the key element is not only 
the “technology”, but also -more importantly- the “human” itself.  Therefore, 
cyber security awareness trainings play a crucial role for making the measures 
taken more functional and effective. From another aspect, in order to be able 
to adopt and engage into more complex and high-tempo operations of future, 
situational awareness will not be sufficient alone to give the right decision in a 
short span of time but also cyber security awareness training will be essentially 
necessary for state agencies. Besides applying security principles; strengthen-
ing international cooperation for law enforcement, creating response teams, 
planning and developing cyber roadmaps, increasing the number of risk anal-
ysis centers, enhancing both cyber defense and deterrence capabilities, em-
ploying a holistic approach including a successful cyber intelligence are all 
required to survive in a cyber warfare. 
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Kriz yönetimi konularında NATO’nun etkin olması gerektiği belirtilerek, kriz 
yönetimi birimlerinin oluşturulması, askeri ve sivil planlamaların yapılması 
gerektiği ve krizlerin öngörülebileceği bir mekanizmanın geliştirilmesi gerek-
tiği ifade edilmiştir. Lizbon Zirvesi’nde NATO’nun alan dışı müdahalelerinin 
kriz yönetimi argümanları aracılığıyla gerçekleştireceğinin vurgusu yapılmış-
tı.2 2010 sonrası gelişmelere bakıldığında NATO’nun özellikle Arap Baharı 
sürecinde kriz alanlarına müdahale konusunda etkin olma gayreti içerisinde 
bulunduğu görülmektedir, özellikle Libya krizinde NATO hava unsurlarıyla 
bölgede aktif olduğunu ve gerekirse müdahalelerde bulunabileceği mesajını 
vermiştir. Ancak NATO müdahaleleri kuruluş ve işleyiş maksadının aksine 
Avrupa’yı daha güvenli bir bölge haline getirmemiş aksine mülteci akını ile 
Avrupa’yı baş başa bırakmıştır. Gerek Afganistan ve Irak gerekse Libya müda-
haleleri sonrası oluşan göç dalgalarına karşı NATO etkin bir girişim içerinde 
bulunmamaktadır. Bu durum AB ülkelerinde Avrupa güvenliğine yönelik eleş-
tirilerin yüksek sesle dillenir olmasını da beraberinde getirmekte. 

2018 yazında gerçekleşen son NATO zirvesinde daha önceki zirvelerde 
de ele alınan Avrupalı ülkelerin askeri harcamalarının yetersizliği eleştirilmek-
le birlikte, Rusya’nın Kırım’ı ilhakı, İngiltere ile yaşadığı eski ajan krizi ve 
Baltık bölgesindeki askeri hareketliliklerden duyulan rahatsızlıklar dile geti-
rilmiştir. NATO’nun askeri hazırlık derecesinin geliştirilmesi ve AB ile işbir-
liğinin artırılması öngörülmüştür. Ayrıca zirvede Afganistan, Libya, Ürdün ve 
Tunus’ta istikrarın sağlanabilmesi için desteğin devam edeceği de belirtilmiş-
tir. Zirvede siber güvenlik ve enerji güvenliğinin önemine değinilerek bu alan-
larda da NATO’nun etkin olabileceği ifade edilmektedir. Zirvede NATO’nun 
son stratejik vizyonuna uygun olarak alan dışı müdahalelerin özellikle kriz 
alanlarında artırılarak devam ettirileceği anlaşılmaktadır ki enerji güzergahla-
rının çeşitlendirilmesi ve mevcut güzergahların korunması düşüncesi müdaha-
le alanını oldukça genişletecektir. Önümüzdeki dönemlerde deniz alanlarında 
NATO’nun daha aktif olabileceğini bekleyebiliriz. Söz konusu yaklaşım Avru-
pa’nın öncelikle ihtiyaç duyduğu enerji kaynaklarının tedariğinde NATO’nun 
daha etkin olabileceğini akıllara getirmektedir. NATO yeni misyonu ile hem 
Avrupa’yı güvence altına almış, aynı zamanda da çevrelemiş olacaktır.                       

2 https://www.nato.int/nato_static_fl2014/assets/pdf/pdf_publications/20120214_strategic-
concept-2010-eng.pdf


